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Abstract

The consensus tracking problem is investigated for a class of multi-agent systems (MASs) under communication
constraints. In particular, as a result of the impact of amplitude attenuation and random interference, communication
among followers may inevitably suffer from the fading phenomenon. Meanwhile, the controllers may also be subject
to malicious deception attacks, which will disrupt the correct operation of the MASs. Thus, the agents can only
update their states based on fading information exchanged with their neighbors and the false control input under
attacks. The consensus tracking error variables are first designed via the fading signal received from neighbors. Then,
an online estimation strategy is introduced to estimate the unknown attacks, based on which the adaptive sliding
mode controller is designed to attenuate the effect of the time-varying attacks on MASs. Convergence analysis of
the MASs under the designed control strategy is provided by using the Lyapunov stability theory and adaptive sliding
mode control method. Finally, the effectiveness of the theoretical results is verified via numerical simulations.

Keywords: Multi-agent systems, consensus tracking, adaptive mechanism, sliding mode control, deception attacks,
channel fading
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1. INTRODUCTION

As typical autonomous cyber-physical systems, multi-agent systems (MASs) provide an effective means to
coordinate spatially distributed and networked agents, where agents interact together to optimize decisions
and achieve system objectives. In recent decades, the development of cluster control has motivated more and
more research on the consensus problem for MASs, such as multi-UAVs (Unmanned Aerial Vehicles) con-
trol '3, underwater cooperative operations*), robot formation control °~#), wireless sensors collaboration [°!,
microgrids control ') and so on. As a key issue in the research of MASs, the consensus problem has received
extensive attention in the past few decades. For example, Hu et al. proposed a new consensus protocol for
complex networks composed of multiple subnetworks to ensure convergence!'!l. Yao et al. considered the
finite-time consensus problem of MASs based on the finite-time Lyapunov stability theory!'?). Rehman et
al. investigated the consensus problem of leader-following MASs in both fixed undirected topology and fixed
directed topology and proposed two distributed control protocols''*]. Liu et al. studied the positive consensus
problem of MASs with directed communication topologies where all agents have identical continuous-time
positive linear dynamics 4},

To handle the consensus problem, various control methods have been proposed including fuzzy control [,
robust H, control ¢ (221 and
so on. Due to the strong robustness to external disturbance and parameter uncertainties, the sliding mode
control method has been used widely in the MASs consensus research. For the leaderless MASs, Wang et al.
designed a special SMC protocol for the consensus problem [/, Cong et al. proposed a distributed nonsingu-

, predictive control'78), adaptive control ['°-21], sliding mode control (SMC)

lar controller to deal with the consensus problem for a class of nonlinear single-integrator MASs with input
uncertain dynamics 2. Rahmani et al. proposed a projection recurrent neural network, which was suitable
for robotic MASs, and designed a new optimal SMC technique to achieve consensus tracking 2*,

However, a key feature of the aforementioned works is that the information can be transmitted accurately
among agents. In practical MASs, a satisfying communication environment cannot be guaranteed under wire-
less transmission networks. As a result of the impact of amplitude attenuation and random interference, the
wireless link communication among agents will suffer from the fading phenomenon, resulting in the distor-
tion of the data. This unfavorable factor motivated some interesting research on consensus tracking of wireless
MASs subject to channel fading. Oral et al. [>! considered link outages between agents and obtained the prob-
ability expression for MASs reaching consensus. Gu et al. designed a distributed SMC law to deal with the
impact of the information fading phenomenon in communication channels?”). Ding et al. investigated the
finite-time consensus control for MASs with channel fading via SMC technique. [**!

Another adverse phenomenon in the wireless transmission network is the inevitable malicious attacks, thereby
rendering the secure control of MASs fundamental significance!>’!. Considering the different mechanisms
and effects on the MASs consensus problem, cyber-attacks can be divided into various types, for example,
deception attacks [*°), replay attacks!*'! and denial-of-service (DoS) attacks®2/. Among them, deception at-
tacks may lead to erroneous information feedback by tampering with the real packets via injecting false data.
Cui et al. investigated the consensus tracking problem of MASs, which may be subject to deception attacks
randomly. Recently, SMC strategy combined with adaptive mechanism has shown promising performance
for constrained systems, for example, Chen et al. constructed an adaptive sliding mode control law to deal
with the effects of adversarial cyber injection attacks [*?]. Tt is of great practical significance to investigate the
consensus problem for MASs against deception attacks**/. Meanwhile, it is challenging to design a feasible
SMC law under unknown and time-varying deception attacks.

Inspired by the above discussion and based on the expanded research of ref. 28], this paper will be concerned
with the secure consensus control problem for multi-agent systems with malicious attacks and channel fading
via the adaptive sliding mode technique, and the main contributions are highlighted as follows: (1) Both the
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position error and the velocity error are used to reflect the consistency of MASs, then the consensus tracking
problem of MASs can be transformed into the stability problem of the tracking error systemi (2) Coping with
the effect of the fading channel between followers, the incomplete fading information received by the agent is
introduced into the controller designi (3) An online estimation strategy is employed to estimate the unknown
and time-varying attacks, based on which, an adaptive sliding mode controller is designed to attenuate the
effect of the attacks on MASsX and (4) The distributed adaptive SMC strategy is designed to ensure the mean
square consistency of MASs, despite the communication constraints.

Notation: R” and R”*" mean the n dimension Euclidean space and the m X n real matrix set. The symbol ||
denotes the Euclidean norm and ® denotes the Kronecker product. Denote sgn(x) the sign symbolic function,
Ly=[11---, 1" 0y =[0,0,---,0]".

2. PROBLEM FORMULATION

2.1. Graph theory

Graph theory is an important tool to study MASs, which is a graph composed of several nodes and edges
connecting the node. Each agent can be represented as a node, and the information interaction between
agents can be denoted as an edge in graph theory. A directed weighted graph is represented by G = {V,E}.
For MASs with one leader and N agents, the node-set V = {vy,v,,---, vy} indicates the set of all points on
the graph and E = {(i, j),i,j € V,i # j} represents the set of all edges. A = [a;;] € R¥*V is a non-negatively
weighted adjacency matrix. If @;; > 0, it means that agent i can receive information from agent j; conversely, if
a;j = 0, agent i cannot receive information from agent j. Define the matrix B = diag(b1, b, - - - , by) to denote
the communication between the leader and all followers, and the degree matrix D = [d;;] with d;; = Z?’:] ajj.
So, we can obtain the Laplace matrix L = [/;;] as:

L=D-A. (1)

with

N ) P
li]' — { Zk:l alk7 l .]a (2)

—dijj, i+ j.

Lemma 1°° The matrix L + B is invertible if the directed graph G has a directed spanning tree.

Definition 1 Consider a multi-agent system with N agents and let x;(¢) represent the state of agent i. If

lim;—eo|lxi(t) = x; ()|l = 0, foralli,j = 1,2,---, N, it is said that the multi-agent system can reach a con-
sensus. Furthermore, if there exists a leader whose state is xo(¢), then lim,_|x; () — xo(£)]] = 0, for all
i,j=1,2,---, N, means the tracking consensus is achieved.

2.2.System model
Consider a second-order MASs consisting of a leader labeled as node 0 and N followers indexed by i €
{1,2,---, N}, and the ith follower’s dynamic is given as:

{ Xi(1) = vi(1),

54() = (1), )

where x; (1) € R”, v;(t) € R™, u;(r) € R™ represent the ith follower’s position, velocity and the control input,
respectively. According to equation (3), it is obvious that we are focused on double integrators.
The leader’s dynamic is of the following form:

{ XO(t) = VO(t)’ (4)

Vo (1) = uo(1),
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with xo(r) € R™, vo(r) € R™ the leader’s position and velocity, respectively, and uo(r) € R™ representing the
control input.
Define the ith follower’s consensus tracking errors as follows:

ei(t) = Z?’:l aij (xi(1) = x; (1)) + b; (x;(t) = xo(2)) ,
e (1) 27:1 aij (vi(1) = v (1)) + bi (vi(t) = vo(2)) ,

with ey;(7) and e;(¢) the tracking error variables of position and velocity, a;; represents the element of A, b;
determines whether there is information interaction between the leader and the followers, when b; > 0, agent
i can receive information from the leader, otherwise, b; = 0.

The tracking errors can be rewritten in the compact form:

(5)

{ ei(t) = (L+B)® 1Ly (x(t) - Ly ® xo(1)), (6)
er(t) = (L+B)® 1y (v(t) - Ly ®vo(1)),
witheg (1) £ [ef, (1), el 1T ea(t) 2 [eh (1), L eby (0] s x(0) & [xT (1), K] v 2 (TG0,
vEO17, u(r) 2 [u{(t), el uﬁ(t)]T, B 2diag{b;, bs,--- ,bn}.
From the above definition, one can obtain the tracking error system as:
{ él(t) = eZ(t)s (7)
ét) = (L+B)®1y - (u(t) — 1y ® up(1)).

Now, the consensus tracking problem of MASs (3)-(4) converts to the stabilization problem of the tracking
error system (7). The objective of this work is to achieve leader-follower consistency.

2.3. Fading channel

As stated in the Introduction, the transmission between followers may be inevitably suffered from the channel
fading phenomenon. In this work, the network channel is considered as a continuous one with time-varying
channel gain, the transmitted data will be modeled as the actually received information with random attenua-
tion. Hence, introduce the following memoryless multiplicative fading model:

{ xij (1) = pij(1)x; (1),
vij(t) = pij (t)v; (1),
where x;;(f) and v;;(¢) are the fading position and speed signal of the jth agent received by the ith agent, and

x;(t) and v;(r) are the signal and speed signal sent by the jth agent, respectively. The random coefficient
pij (1) € (0, 1] are mutually independent random variables with mathematical expectation E (p;;(¢)) = p.

(8)

Assuming that fading occurs only in the channel between followers, the special case of channel fading from
the leader to the followers is not considered in this work. Hence, based on the fading information (8), the
tracking errors (5) are rewritten as:

ey(t)

(1)

T ayy (1) = S0 (0055 (1)) + by (x:(0) = x0(1)
S aiy (vit) = SO (0) + by (vi(1) = vo(1))
It can be seen that the tracking errors (9) involve the expectation of the random variable p;;(#), which is
introduced to compute the consistent tracking error variable among the agents more accurately.

Define ¢, (1)£[el, (1), -+, &1\ (D)7, ea()2[eh, (1) ,--- . &5y (1)]". Then, the compact form of tracking errors
(9) is of the following form:

e (t)

(9)

S @i (A® L) - 2A(0x (1) = (L +B) ® I (1, ® x0(1))
~(B+D)® 1, -x (1),
SN ai(A®ly)- %A,-(t)v (1) = (L+B)® I, (1, ® vo(2))
~(B+D)® I, -v (1),

(10)

e (t)
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Figure 1. System over fading network subject to attacks on agent i.

where a; = diag{6l.1, 61.2, 6N, 6{‘(-) being the Kronecker delta function, which compares values of i and
k and returns O when they are not equal; otherwise, it returns 1. A;(z) = diag{0, p12(2),--- . pin ()}, -+,
An(1) = diag{pn1 (1), pn2(1), - - ,0}. Considering the effect of channel fading, since only faded data is avail-
able, accurate neighbors” information cannot be used for the controller design. In the following section 3.1,
the SMC law will be designed based on the consensus tracking errors &, () and & (¢).

Remark 1. There are two special cases considered in the channel fading model (8): when p;;(7) = 0, it means
that there is no information interaction between agents and the communication channel is blocked, that is, the
channel fading model is simplified to a packet loss model. In contrast, if p;;(¢) = 1, it indicates that the data
transmission between agents is complete and without any attenuation.

2.4. Deception attacks

Among various cyber-attacks, the deception attack on controllers is a common form and usually satisfies the
following assumptions: the hackers can steal the state information or measurement output of the agents to
generate false data, which can then be injected into the controller. As shown in Figure 1, the hackers can attack
the controller of agent i by injecting false data. Thus, the actual data received by the actuator of agent i is as
follows:

i (1) = ui (1) + W(1)¥a (x; (1), 7). (11)

The compact form of expression (11) can be written as:
() =u(t) + W()Wa(x(1),1). (12)

where u(7) is the designed control input and W (7)¥, (x(), 7) is the false data. The matrix W (r) is an unknown
and time-varying matrix that satisfies [|[W(¢)|| < w(z) with u(¢) unknown and bounded, represents the in-
jection patterns of the false data, for example, W(7) may be a matrix composed of elements 0 and 1, that is,
sometimes false data is injected, sometimes not, to confuse users. Thus, the attack is difficult to be detected
by users. W, (x(7),1) is a function of x(¢), which means the false data generated via the state x(r), and satisfy
I¥o (x (), )|l < ¢ (x(r), 1) with ¥ (x(r), ) a known nonnegative function.

Remark 2. The deception attacks considered in this work focus on the controller, that is, u(7) may be suffered
from the false data injection, such as the problem considered in some literature**¢! and so on. The deception
attacks can also occur in the communication channel between agents, that is, x(¢) may be affected by false data
injection during transmission >4,

3. MAIN RESULTS
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3.1. Adaptive SMC law

To cope with the impact of the deception attacks, the information about the attack is usually utilized to design
the controller. For example, when the upper bounds u(r) and ¥ (x(r),) of the attack are known, the de-
sign of the controller is relatively easy to implement, but the fixed upper bounds will inevitably lead to larger
conservativeness. To overcome this problem, an online estimation strategy will be employed to estimate the
time-varying and unknown attacks, based on which, an adaptive sliding mode controller will be designed to
attenuate the effect of the unknown attacks on MASs.

Design the sliding function as follows:

si(t) = ceyi(t) + ex(t), (13)
with ¢ > 0 the sliding gain, denoted s() £ [sT(7), s} (1), - -- ,sITV(t)]T, the compact form of sliding function
(13) can be written as:

s(1) = cei (1) + ex(1), (14)

From (7), we can obtain the derivative of the sliding function:

$(1) = cea(t) + éx(1)

(15)
=cer(t) + (L+B) ® I, - (ii(r) — Iy ® up(2)) .

Under these constraints considered in this work, the ith agent cannot receive accurate and complete informa-
tion from neighbor agents, the switching function (13) under fading channel is rewritten as:
5i(t) = ceni(t) +ex(1). (16)
The compact form of expression (16) as:
5(t) = cei (1) +ex(1). (17)
Then, construct the sliding mode controller as follow:
u(r) = uq(t) +up(1), (18)
where the robust term u,(7) is designed as :
ug(t) = —(L+B)™' @1, - (ky - sgn(5(1)) + cé2(1)) + Iy ® uo (1), (19)
with k; > 0, and the adaptive term u () is designed as:
wp(t) = =(L+B)"' ® I - (IL + BIANY (x(2), 1) - sgn(5(1))). (20)

where /i(7) is the estimation of u(7) under the following adaptive law:

fi(t) = O|IL + Bl - Proj(a(r), |37 (1) ¢ (x(1), 1)), (21)
with 6 an adaptive parameter, and Proj the smooth projection >’ as:
Proj (A(1), [|s" ()| ¢ (x(1).1))
[Is" (O] ¢ (x(0). ). if p(a(0)) <0,
s @llw (0.0, i @) = 0and @' (o) " O] w (x(0).) < 0, (22)
Is" @) (x(0). ) — LELEEDIEDIOD 17 (7)), otherwise,
where the continuous function ¢(fi(7)) defined as:
2 ~2
ea) = 20 145 (23)

5 2

max
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with {4, the given bound of projection, and scalar 0 < 6 < 1.

According to Imbedded Convex Sets Assumption [*”), we obtain:

[Proi (20, 5" [ o e, 0)) | <Is” @y 01,0, (29)

and
(A1) = (1) (Proj (A (o), ||s" ()] w (x(2), 1)) = ||s" (D] @ (x(1). 1)) < 0 (25)

and these two conditions will be used in the following derivation.

Remark 3. In some existing reliable control methods, the known bounds of attacks are usually utilized, which
may inevitably yield larger conservativeness. To overcome this shortcoming, the online estimation mechanism
for unknown attacks/faults was proposed in some related works [23¢]
estimation mechanism of the attack is integrated with the SMC technique in this work.

. Inspired by these works, the online

3.2. Consistence and Reachability

Theorem 1. Consider the MASs (3)-(4) with channel fading (8) and deception attacks (12), under the proposed
SMC law (19)-(20), the reachability of the sliding surface s(r) = 0 can be guaranteed in the sense of mean
square.

Proof. Choose the Lyapunov function as follows:

V(s, 1) = %ST(t)s(t) + %9-1;;20), (26)
where [i(1) = fi(r) — u(z) is the estimated error with fi(¢) = [i(7).

Then, by the expressions (15) and (21), the derivative of V; (s, ) can be given as:
V(s, 1) =s"(1)$(t) + 07" 1(1)fi(t)
=s"(1)(cea(r) = cér(t) + (L + B) ® I, - W(1) ¥, (x(1), 1)) (27)
—|IL+ Bl - 4y (x(1), 1) - sgn(5(1)) — ky sgn(5(2))) + 6~ @) (1)
Taking mathematical expectation to the above expression (27), one has:
E[V(s,0)] =s" (1) [ce2(1) = cE(&2(1)) ~ kiE(sgn(5(1))) + (L + B) ® L
-W()¥a(x(2),1) = |IL + Bl Ay (x(1), 1)E(sgn(5(1)))] (28)
+IL + Bl (A(t) = (1)) Proj(fa(e), |57 ()| v (x(2), 1)).
It can be easily verified from expressions (5) and (9) that E (e, (7)) = E(€1(¢)), E (e2(z)) = E (é2(¢)). Mean-
while, it follows from (14) and (17) that E (s(¢)) = E (5(¢)). Then, one can obtain:
E[V(s,0)] == kis" () sgn(s(2)) + " (1) (L + B) ® Ly - W (1) ¥, (x(1),1)
+IIL + Bl (A1) = () Proj(a(r), [|s" (1)]| ¢ (x(2), 1))
= sTIL +BIIA) - (x(1),1) sgn(s(1))

’ ’ (29)
< —kills" @I+ IL + BIIW @) [ (x (@), )l ls™ ()]l
+IIL + BI[(A(t) = u(0))Proj(a(o), lIs" ()] - v (x(2), 1))
= L+ Blla0)y (x(0),n)lis" (1)1l
By the conditions [|[W(2)|| < u(?), |Wa(x(2),1)|| < ¢ (x(7),1), one has:
E[V(s,0)] <= kills" @l + 1L + Bl (u(2) = a@) ([Is" (1) (30)

Y (x(1), 1) = Proj(Aa (o), [|s" (1)]| - ¢ (x(1), 1))
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Then, it follows from (25) that:
E[V(s.0)] <= kills" ()l

<0. 50

Hence, the reachability of the sliding surface s(7) = 0 can be ensured in the sense of mean square. -

Theorem 2. Considering the MASs (3)-(4) subject to deception attacks (12) and channel fading model (8), the
consensus tracking for MASs (3)-(4) will be achieved under the proposed sliding surface (14) and the SMC
law (19)-(20).

Proof. Select the Lyapunov function:

U = 3610 e1(1) + 520 e2(0), (52)

Its derivative is given as:
U(1) = e} (1)é1 (1) + e (1)éx (1)
= e} (Nea(r) + e (Déa(0).
When the sliding surface s(¢) = 0, it follows from (14) and (7) that e»(r) = —ce(7) and €2(¢) = —cea (1), then
we can obtain:

(33)

U(t) = e] (1)ea(t) + €] (1)é(t)

= —cel(t)Tel(t) - Ceg(t)EZ(t)

(34)
=—cllei(®)II* = clle2(0)|1?
<0.
Combining the results of Theorem 1, the consensus tracking of MASs (3)-(4) can be ensured under the pro-
posed sliding surface (14) and the SMC law (19)-(20). m|
4. SIMULATION

Consider the second-order MASs with one leader and 4 followers, where the communication topology between
agents is shown in Figure 2. The blue arrows indicate that the followers receive the complete information from
the leader, while the red arrows indicate that the information interaction between followers is over fading
channel. Thereby, follower 1 and follower 2 can receive accurate information from the leader, follower 3 can
only receive the fading data from follower 1, and follower 4 can only receive the incomplete data from both
follower 1 and follower 2. For simplicity, in this simulation example, the adjacency weights between neighbor
agents are set as 1.

Then, according to the leader and followers’ topology, we can get the adjacency matrix A, the diagonal matrix
B, and the Laplace matrix L of these MASs as follows:

0000 0 0 00
0000 0 0 00 ,

e P B IO,B—dlag{IIOO}.
1 100 -1 -1 0 2

In this simulation, the initial state of the leader’s position, speed, and control input are set as xo = [10,-10]7,
vo = [10,-10]7, up = [cos(t),sin(t)]?, the initial state of the followers’ position and speed are set as x| =
[10,-2]7, v = [20,-2]T, x» = [15,15], vo = [20,3]7, x3 = [25,5]7, v5 = [15,0]7, x4 = [45,15],
v4 = [35,0]7, and the injection packets W (¢)W, (x(),1) setas W(z) = [1, 1,1, 1] and ¥, (x(), ) = 10x(¢)sin(z).
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Figure 2. Communication topology diagram of MASs. MASs: multi-agent systems.
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Figure 3. The trajectories of the MASs under the robust control term u, (1)(19). MASs: multi-agent systems.

The sliding mode controller parameters are chosen as ¢ = 1, k; = 0.1.

Simulation results are shown in Figures 3-7. Among them, Figure 3 shows the tracking trajectories of MASs
under the robust control term u,(7) (19), and the horizontal and vertical axis represent the position state of
different dimensions, respectively. As we can see from the Figure 3, the trajectories of the agents don’t converge
to a point, which indicates that the MASs under the robust control term u,(7) (19) can't achieve consensus
under the deception attacks. For comparison, Figure 4 shows the tracking trajectories of the agents under
the proposed adaptive SMC law (18), and it is shown that the closed-loop MASs under channel fading and
deception attacks can achieve consensus tracking. Figures 5 and 6 show the position error e (¢) and velocity
error e, () between followers respectively. Figure 7 shows the sliding variable s(7) of the followers, respectively.

Remark 4. As shown in Figures 5-7, agents 1 and 2 have better consensus tracking performance with smaller
amplitude oscillating and smoother curves, that is, because they can receive accurate information from the
leader. In contrast, agents 3 and 4 perform worse because they cannot obtain information from the leader, but
only from neighbor agents over fading channel ( as shown in Figure 2). Even so, the proposed adaptive SMC
scheme can still guarantee consensus tracking of all followers, as shown in Figure 4.
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5. CONCLUSION

This work considered the consensus control problem of MASs under deception attacks and fading channels.
Due to the fading channels, the position and velocity errors cannot be calculated accurately. To solve this
problem, the consensus tracking error variables have been designed based on the fading data received from
neighbor agents. Meanwhile, the distributed adaptive SMC strategy via fading information has been proposed
to deal with the time-varying and unknown deception attacks injected by the hacker. Utilizing the proposed
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scheme, consensus tracking can be achieved. Only malicious attacks and channel fading have been considered
in this work. In practical applications, there may coexist multiple constraints, such as actuator/sensor faults,
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packet dropout, random noise *>*°), etc. Under these constraints, how to design a feasible consensus control
method is worthy to research in future work.
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